Preparing for Cybersecurity
Breaches

The Joint Commission has issued a new Sentinel Event Alert on
preserving patient safety after a cyberattack

Cyberattacks against hospitals and other types of health care facilities continue

to increase. Recently, for example, a cyberattack forced Los Angeles—based
Prospect Medical Holdings—which operates 16 hospitals and dozens of other
medical facilities in Connecticut, Rhode Island, Pennsylvania, California, and
Texas—to shut down several emergency departments and divert ambulances in

at least three of these states. As is often the case after a significant cybersecurity
breach, the health system was still in recovery mode a couple of weeks after the
attack, with some facilities using paper systems and postponing elective surgeries,
blood drives, and outpatient appointments.

Recognizing the growing threat to patient safety and privacy caused by cyber-
security breaches, The Joint Commission recently issued its 67th Sentinel Event
Alert, “Preserving Patient Safety After a Cyberattack.”

The new Sentinel Event Alert emphasizes that not only have cyberattacks
increased in number, but also they’ve become more devastating, evolving
from isolated incidents to widespread targeted and malicious attacks. The US
Department of Health and Human Services reports that 707 data breaches
occurred in 2022, exposing more than 51.9 million patient records, according
to The HIPAA Journal. Health care data breaches in 2023 could exceed those
numbers, some experts predict.

The most common locations for breaches are network servers and email, with the
majority involving hacking or other information technology (IT) incidents, states the
Sentinel Event Alert. “Malicious cyberattacks have occurred in small, independent
practices as well as in large, integrated and well-protected healthcare systems,”
The Joint Commission notes.
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In an October 2020 article titled “Preventing Cybersecurity Attacks,” EC News
reported that IT systems for managing the health care physical environment can
serve as a gateway for cybercriminals looking for a way to access highly valuable
personal health information. Those systems can include environmental control
systems—such as heating, ventilation, and air conditioning (HVAC) systems;
elevator control systems; and lighting and electrical control systems—along with
business, security, and medical systems.

Indeed, cybercriminals are increasingly targeting the vulnerabilities in medical
devices, points out John Riggi, the American Hospital Association’s senior advisor
for cybersecurity and risk, in the online article “Ransomware Attacks on Hospitals
Have Changed.”

Responding to ransomware attacks

A type of malicious software that blocks access to a computer system until a sum
of money is paid, ransomware can have a particularly disruptive impact on health
care delivery. Some health care organizations (HCOs) decide to pay the cybercrim-
inals to restore normal operations as quickly as possible, but the Federal Bureau
of Investigation advises against paying ransom because doing so encourages
further cyberattacks and does not ensure the return or security of the compro-
mised data.

Instead of paying the ransom, HCOs can take steps to mitigate against ransom-
ware cyberattacks. The new Joint Commission Sentinel Event Alert highlights
how Princeton (West Virginia) Community Hospital successfully dealt with one:
“The hospital had been attacked by the Petya ransomware—a strain of ransom-
ware that encrypts certain files on a computer, then demands a ransom payment
in exchange for a decryption key. Information on the hospital’s electronic health
record (EHR) [system] was inaccessible to the hospital’s staff, IT systems were
unable to retrieve updates, and email was down.”

Fortunately, Princeton Community Hospital knew what to do. Within an hour after
the attack, the hospital implemented its incident response plan and began using
paper and pen to order medications and lab tests. After evaluating the risks to
patients, the hospital determined it could remain open, but it diverted emergency
cases elsewhere. The hospital performed surgeries and diagnostic testing as
usual, except in the case of a few patients for whom the hospital could not access
allergy information.

By using the hospital’s cloud backup system and disaster recovery software, the
organization’s IT team began running computers again 36 hours after the attack.
In addition, Princeton Community Hospital’s cyber insurance policy enabled the
hospital to access external experts and resources for assistance.

While the incident was time-consuming and labor intensive, its biggest impact was
forcing the hospital to replace its hard drives and get its systems back online.

Planning and recovery tips

It's critical for HCOs to do all they can to prevent cyberattacks. Measures include
decreasing access points for penetration, removing devices with old or obsolete
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operating systems, and training and testing staff to decrease their susceptibility

to phishing (sending fraudulent emails to induce recipients to disclose personal
information such as passwords and credit card humbers). However, because
health care and IT professionals can already access an abundance of guidance on
cyberattack prevention, The Joint Commission’s new Sentinel Event Alert focuses
on how HCOs can deliver safe care in the event of a cyberattack. Among other
suggestions, these tips are provided:

» Address potential cyberattacks in your organization’s hazard vulnerability
analysis (HVA).

» Prioritize networked systems considered to be “life critical” or “safety critical,”
such as the following:

« Electronic medical records (including lab and medication orders)
e Cloud service provider platforms

» Biomedical devices (including smart devices)

¢ Scheduling software

« Radiology and diagnostic technology

« Patient identification/bar-coding systems

» Telehealth and telemetry systems

« Technology used by outside vendors to access the HCO’s equipment and
systems

« Technology used by remote workers

« Utility, HVAC, and refrigeration systems

» Be prepared to have critical technology offline for four weeks or longer.

» Form a downtime planning committee (perhaps as a subcommittee of the
emergency management committee) to develop preparedness actions and
mitigations, with representation from all stakeholders

» Establish an interdisciplinary team to mobilize your organization in response
to unanticipated downtime events under the guidance of the emergency
management committee. The team’s responsibilities should include evaluating
the severity of the cyberattack, deciding whether to take the organization into
full downtime mode, directing staff to take the steps required to ensure patient
safety, and communicating with organizational leadership.

» Train staff on how to operate during downtimes, and conduct drills to evaluate

the process of operating without access to EHRs or other electronic information.

» Don’t delay. Take decisive action when a cyberattack occurs. Start by
communicating which systems are affected and which ones are not.
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» After an attack, regroup, evaluate what happened, and make necessary
improvements. Take steps to recover and protect systems, such as enforcing
organizationwide password resets after an attack and replacing compromised
hardware and software as necessary.

> Adapt systems to the needs and requirements revealed by the attack.
» Be sure to meet all external reporting requirements.

» Restore electronic systems to ensure that clinical information is current and
accurate.

For more detailed tips and a list of resources, download the new Sentinel Event
Alert. [
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